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Abstract: In the knowledge-based economy that is digital in nature, data is a representative factor for 
organizations' capital. It can be said that data could represent an important production factor in the field 
of goods, but especially in the field of digital services. The increase in the volume of data processed within 
organizations can lead to new challenges in terms of organizational management, but especially in the 
methods of optimizing the processes by which data is backed up in more secure environments to ensure 
successful disaster recovery. The scientific paper actually presents the way to an evaluation of the 
possibilities of modeling and optimizing the backup processes of the volume of data from the perspective 
of compliance with the international information security standards (ISO27001:2018). The scientific work 
has behind it applied research and can represent a point of view of the authors argued for obtaining in the 
field of computer data backup technologies. 
Key words: data volumes, backup, ISO27001:2018, optimize, processes, deduplication. 

 

1. INTRODUCTION  
 

Some of the most important obstacles for a 

better and wider use of information technology 

in the fields of intellectual property include, 

among others, the lack (unavailability) of 

services based on information technology, the 

lack of interoperability of solutions across states 

members, as well as the fragmentation of this 

market of information space and technology-

based solutions [1]. 

Information security is focused on ensuring the 

integrity availability and confidentiality of 

computer data, regardless of their form. The 

security of information systems aims at 

guaranteeing both their availability and correct 

functioning, but also the possibility of 

recovering this data in the event of disasters and 

ensuring the continuity of the organization's 

operations. Network security focuses on the 

protection of data during transmission [2].  

According to the ISO 27001:2018 standard, the 

mechanisms and tools by which the protection of 

data whether stored or transmitted within an 

information system is ensured is a way to ensure 

the confidentiality, integrity and availability of 

data.  

Certain procedures are also indicated to mitigate 

different types of security threats. 

 

2. EXPERIMENTAL RESEARCH 
 

At the level of national intellectual property 

organizations, a variety of IT solutions can be 

implemented to ensure data security. We present 

in the current work an experimental research 

based on a centralized storage and data saving 

solution of such an organization. The solution 

we tested integrates a SAN-type centralized 

storage system and a data saving and recovery 

system on and from two storage media: a saving 

system on disk volumes and one on LTO6 

magnetic tapes [3]. To carry out the experiment 

I used an HP OverLand Neo magnetic tape drive. 

This model has the advantage of ensuring the 

redundancy of the writing and reading system on 

LTO6 media through the presence of two  
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Fig.1. Diagram of the system Backup system with deduplication technology for experiment 

 

independent reading and writing units and two 

magnetic tape magazines that can store 15 

tapes each. the drive has 2 tape read/write 

drives and an internal robot. 

In figure 1, I graphically represented the 

scheme of the equipment used in the 

experimental study and the data flows that are 

transmitted within the processes of writing and 

reading data on the two mentioned media. The 

control of data flows is carried out through the 

specific backup application (Microfocus Data 

Protector) which manages the operation of the 

agents installed on the servers from which it is 

desired to extract or rewrite the saved data. 

Also, through the application, the backup 

sessions are programmed and monitored in 

order to ensure the saving (writing) of data on 

the two storage media. In the event of disasters, 

the recovery of data previously written to the 

two storage media described, saving the media 

and rewriting it to the original location or to

Table 1 
Experimental recordings of the objective function Vsd and Vsb vs X1 and X3 
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another medium is provided by the centralized 

backup application. 

The values we recorded during the experiment 

are described in table 1. 

 

3. MATHEMATICAL MODELING 
 

3.1 Mathematical modeling Vsd versus X1 and 
X3 

To carry out this experiment, the input 

parameters of interest that will be processed were 

established from the beginning. Thus, it was 

established that they are: the size of the data 

volume, its estimated monthly increase (increase 

due to the monthly submissions of protection 

applications in the field of intellectual property), 

the number of protection submissions in the 

studied field. 

In table 1 we presented the experimental 

values recorded during the experiment. 

In order to have a high accuracy of the results, 

we chose to perform a number of 12 tests that 

represent a simulation of the growth of the data 

volume for one year. In table 1 we presented the 

input and output parameters: 

• Input parameters are: 

- X1 = the data volume measured in TB where 

X1Є (0.9TB... ...12TB); 

- X2 = the estimated growth per month of the 

data volume measured in TB where X2Є 

(0.009TB… ...0.02TB); 

- X3 = the estimated monthly number of 

protection requests submitted in case X3Є (100... 

...2010) in one year. 

• The output parameter (named objective 

function) is noted Vsd and represents the size of 

the volume of data written on disks after 

deduplication process. This data volume is 

measured in TB [4]. At the same time, we noted 

with Vsb the volume measured in TB of data 

saved with compression but without 

deduplication technology on LTO6 model 

magnetic tapes. 

The response surface plot for objective 

function Vsd is used to evaluate relationships 

between three variables simultaneously (Vsd, X1 

and X3). Like a three-dimensional scatterplot, a 

3D surface plot has three axes. 

Additionally, interpolation is used in order to 

produce a continuous surface or a grid of Vsd 

values that fit the data obtained.  

Figure 2 represents the response area graph 

and shows how the variables X1 and X3 relate to 

Vsd. In this experiment, the Minitab software 

was used to study and calculate the variation of 

the Vsd and to draw the diagram of the response 

area. 

  
Fig.2. Response surface plot for objective function Vsd 

vs. X1 and X3 

By means of this diagram we can identified the 

maximum value of the data written on disks with 

deduplication (at 0.941TB) can be located and 

the value of the variable X3=904 the estimated 

number of protection requests corresponding to 

the twelfth month [5]. 

 
Fig.3. The probability graph 

 

The adjusted distribution line and especially 

the matching of the points with this line are 

presented in figure 3. The graph represents the 
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probability that the specific theoretical 

distribution closely follows the straight red line 

and that the points are located on either side near 

this line.  

  
Fig.4. Diagram of the system 

The variation of the residual values compared to 

the adjusted values are represented graphically in 

Figure 4. It can be seen that the adjusted values 

are represented on the x-axis and the residual 

values are represented on the y-axis. The 

hypothesis that the residual values are randomly 

distributed with constant variability is verified by  

the experimental data obtained and presented in 

figure 4. [6] In the graph in figure 5, the red line 

determines the way in which the input factors 

influence each other, representing the statistical 

model determined by the data collected during 

the experiment. 

 
Fig.5. Response surface plot for objective function Vsd 

vs. X1 

In the graph in figure 5, the individual values that 

Vsd has according to the parameter X1 are 

represented, the red line representing the 

estimation of the values that the studied 

mathematical model should follow. Thus, the 

degree of matching of the determined model with 

the input parameters is represented by the red 

line [7]. 

During the experimental research, the following 

regression equation was identified: 

 

Vsd (TB) = -5.632 + 5.399 X1 (TB) + 0.000031 

X3 (Apps. No.)                                                (1) 

 

The residual histogram shown in Figure 6 is used 

to visualize the correctness of the data and if 

there are errors in this data. 

From the analysis we performed, following this 

experiment, we obtained a reduction in the 

volumes of data saved on disks by applying 

deduplication processes with approximately 

30.31% volume resulting from the calculation: 
 

RVsd �%� 	 100% �  ��� ������
���

 �� ������
���

*100          (2) 

RVsb (%)=100% � ��,���
��,���� *100                      (3) 

RVsd (%)=100% - 69,69%=30,31%                (4) 

 

 
Fig.6. Response surface plot for objective function Vsd 

vs. X1 and X3 
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compression processes with approximately 

16.46% volume resulting from the calculation: 

 

RVsb �%� 	 100% �  ��� ������
���

 �� ������
���

*100          (5) 

 

RVsb �%� 	 100% � � ,��� 
��,����*100                       (6) 

RVsb (%)=100% - 83,54%=16,46%              (7) 

 

 
3.2 Mathematical modeling Vsd versus X2 and 
X3 

The experimental results that we recorded 

during the experiment are described in table 2. 

 

Table 2 
Experimental recordings of the objective function Vsd and Vsb vs X2 and X3 

 

 
 

Figure 7 represents the response area graph 

and shows how the variables X2 and X3 relate to 

Vsd. In this experiment, the Minitab software was 

used to study and calculate the variation of the 

Vsd and to draw the diagram of the response area. 

By means of this diagram we can identified the 

maximum value of the data written on disks with 

deduplication (at 0.941TB) can be located and the 

value of the variable X2=0,0009TB and X3=903 

the estimated number of protection requests 

corresponding to the twelfth month 

The adjusted distribution line and especially the 

matching of the points with this line are presented 

in figure 8. 

The graph represents the probability that the 

specific theoretical distribution closely follows 

the straight red line and that the points are located 

on either side near this line.  

The variation of the residual values compared 

to the adjusted values are represented graphically 

in Figure 4. It can be seen that the adjusted values 

are represented on the x-axis and the residual 

values are represented on the y-axis. 

 

 
Fig.7. Response surface plot for objective function 

Vsd vs. X2 and X3 
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Fig.8. The probability graphs 

 

The hypothesis that the residual values are 

randomly distributed with constant variability 

is verified by the experimental data obtained 

and presented in figure 9.  

 

 
Fig.9. Diagram of the system 

The residual histogram shown in Figure 10 is 

used to visualize the correctness of the data and if 

there are errors in this data. 

 

 
Fig.10. Response surface plot for objective function Vsd 

vs. X1 and X3 

We can conclude that data backup and 

recovery systems on disk volumes have the 

following advantages compared to tape backup 

systems: 

the solution offers substantially improved data 

transmission speeds with the possibility of quick 

restoration of data stored on disks; 

 relatively low implementation and 

maintenance costs; 

  possibility of implementing new technologies 

such as data deduplication, which reduces the 

volume of data to be saved as well as the time 

to save and restore them; 

  low degree of backup and restore sessions 

performed with errors or even failed; 

  improve the security level for the data saved 

on the disk volumes with their deduplication 

because in case of interception of these data by 

a possible attacker, they cannot be accessed 

directly. 

 

3.3 Process efficiency analysis 
The main purpose of the experimental research 

is to analyze the technical possibilities for 

reducing the volumes of data that must be saved 

and restored to avoid their loss in the event of 

disasters. In this sense, a decrease in data volumes 

thus represents one of the key factors in the 

efficiency of the processes of saving and 

restoring this data. 
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 Table 3 
Analysis table of variation of data volumes and restore times for deduplicated data 

 
 

In table 3 we presented the results obtained 

from the experiment of the variation of data 

volumes and restoration times for deduplicated 

data.  

Thus, it can be seen that there is a variation in 

the size of data volumes saved on disks with 

the application of deduplication technology. 

 

 

 

Fig.11. Plot of data volume size value X1 versus data volume saved with Vsdd deduplication 
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In figure 11 we graphically represented the 

evolution of the sizes of data volumes saved on 

disks with the application of deduplication 

technologies Vsdd (TB) in relation to the initial 

size of data volumes to be saved X1 (TB). 

To calculate the efficiency that, following the 

implementation of the data deduplication 

technology, we obtained for the size of the data 

volumes saved and restored, we used the 

calculation formula and we noted the efficiency 

with Efc., the effort made with Efm. and the 

Efo. the effort obtained: 

  !"#. 	 %& '.
%&(. 	 �� ����

)*++ �,-�           (8) 

!"#. 	 . �� ����
���� ����

� 

/0�
	 ��.��1�

��,� � =  

1,3143==> Efc. = +31,43%                 (9) 

 

In figure 11.2 we graphically represented the 

evolution of the sizes of the restoration times of 

the deduplicated data volumes and the evolution 

of the sizes of the restoration times of the data 

volumes saved without deduplication. 

 

Fig.12. Graph with X1 data volume size values versus restore time from deduplicated disks 

(Trdd) and restore time from non-deduplicated disks (Trd) 

 

The classical experiment method that we used 

in this research to determine the output 

parameters or objective functions using the 

MiniTab application is a valuable tool for 

analyzing and validating the results of 

numerical models for intellectual organizations 

data storage and retrieval systems in cases of 

disasters. 

In the present study, the data saving and 

recovery conditions are specific to the cases 

when these operations are carried out on two 

data writing and reading media, LTO6 magnetic 

tapes and SAS and SSD technology disk 

volumes, were addressed. 

As observed during the experiment, specific 

to the processes of writing and reading data 

from disk volumes is the fact that the  

implementation of duplicating technologies 

brings a significant improvement in the time of 

writing and reading saved data that can be 

obtained in disk volumes ( Trdd), but above all 

it should be emphasized that what can be 

obtained is a reduction in the volumes of data 

saved in this type of storage medium (Vsdd). 

Reducing the volumes of data that must be 

saved and restored to avoid their loss in the 

event of disasters is thus one of the key factors 

in making these processes more efficient. 
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4. CONCLUSION 
 
Current developments and the increasing 

dependence of intellectual property 

organizations on the proper functioning of 

information systems has led to the increase of 

cyber security measures that they must 

implement, the issue of the security of these 

systems becoming more and more important. 

Only by investing in comprehensive security 

solutions will we be able to have more secure 

information technology systems. 

Some of the most important obstacles for a 

better and wider use of information technology 

in the fields of intellectual property include, 

among others, the lack (unavailability) of 

services based on information technology, the 

lack of interoperability of solutions across states 

members, as well as the fragmentation of this 

market of information space and technology-

based solutions; 

Information security is focused on ensuring 

the confidentiality, integrity and availability of 

computer data, regardless of their form. The 

security of information systems aims at 

guaranteeing both their availability and correct 

functioning, but also the possibility of 

recovering this data in the event of disasters and 

ensuring the continuity of the organization's 

operations. Network security focuses on the 

protection of data during transmission. The 

mechanisms and tools by which the protection of 

data stored or transmitted within an information 

system is ensured as a way of ensuring the 

confidentiality, integrity and availability of data. 

Certain procedures are also indicated to mitigate 

various types of security threats. 

Information security is focused on ensuring 

the confidentiality, integrity and availability of 

computer data, regardless of their form. The 

security of information systems aims at 

guaranteeing both their availability and correct 

functioning, but also the possibility of 

recovering this data in the event of disasters and 

ensuring the continuity of the organization's 

operations. Network security focuses on the 

protection of data during transmission. The 

mechanisms and tools by which the protection of 

data whether stored or transmitted within an 

information system is ensured is a way to ensure 

the confidentiality, integrity and availability of 

data. Certain procedures are also indicated to 

mitigate. Information security is focused on 

ensuring the confidentiality, integrity and 

availability of computer data, regardless of their 

form. The security of information systems aims 

at guaranteeing both their availability and 

correct functioning, but also the possibility of 

recovering this data in the event of disasters and 

ensuring the continuity of the organization's 

operations. Network security focuses on the 

protection of data during transmission. The 

mechanisms and tools by which the protection of 

data whether stored or transmitted within an 

information system is ensured is a way to ensure 

the confidentiality, integrity and availability of 

data. Certain procedures are also indicated to 

mitigate different types of security threats. 

Security is a major concern for knowledge-based 

organizations that process and store data 

electronically. The decision to keep their digital 

files in internal information structures, so that 

they can personally oversee their security, turns 

out to be the best option for maintaining direct 

control over data security. However, this 

decision also has direct implications on the 

necessary investments to be made both in the 

organization's informational infrastructure, but 

especially in the qualified human resource 

necessary to operate this infrastructure. 

Security is a major concern for knowledge-

based organizations that process and store data 

electronically. The decision to keep their digital 

files in internal information structures, so that 

they can personally oversee their security, turns 

out to be the best option for maintaining direct 

control over data security. However, this 

decision also has direct implications on the 

necessary investments to be made both in the 

organization's informational infrastructure, but 

especially in the qualified human resource 

necessary to operate this infrastructure. 

The problem of managing the quality of 

computer data saved and restored in and from 

the backup systems implemented in intellectual 

property organizations is a topical issue to be 

analyzed in the context of the need to increase 

measures to increase the level of cyber security. 

In this sense, the analysis of the possibilities to 

improve the quality of the data is essential both 
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for identifying the factors that can influence the 

processes of saving and recovering data in 

electronic format and for reducing the risk 

factors that can alter these data. 

Implementing a solid data rescue and 

recovery plan in case of disaster and continuity 

of operations of intellectual property 

organizations is an effective way to secure the 

data structures of these organizations. 
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Contribuții la modelarea și optimizarea soluțiilor de salvare a datelor în cadrul 
unei organizații moderne 

 
 

Rezumat: În economia bazată pe cunoaștere, care este de natură digitală, datele sunt un factor 
reprezentativ pentru capitalul organizațiilor. Se poate spune că datele ar putea reprezenta un factor 
important de producție în domeniul bunurilor, dar mai ales în domeniul serviciilor digitale. Creșterea 
volumului de date procesate în cadrul organizațiilor poate duce la noi provocări în ceea ce privește 
managementul organizațional, dar mai ales în ceea ce privește metodele de optimizare a proceselor prin 
care datele sunt susținute în medii mai sigure pentru a asigura recuperarea cu succes în caz de dezastru. 
Lucrarea științifică prezintă, de fapt, calea către o evaluare a posibilităților de modelare și optimizare a 
proceselor de backup al volumului de date din perspectiva respectării standardelor internaționale de 
securitate a informației (ISO27001:2018). Lucrarea științifică are în spate cercetări aplicative și poate 
reprezenta un punct de vedere al autorilor argumentat pentru obținerea în domeniul tehnologiilor de backup 
al datelor informatice. 
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