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Abstract: This work presents the design, implementation and experimental validation of an end-to-end 5G
Standalone (5G SA) network based on containerized deployment of open-source technologies. The
development process started from a virtualized environment and migrated towards a Docker-based
architecture for both the 5G core and next generation node B (gNB).

The 5G Core and gNB were integrated and validated using customized user equipment (UE), enabling
realistic testing of registration procedures, packet data unit (PDU) session establishment, and user-plane
data transfer. In the final stage, the system was extended to a hardware-based implementation using a
software-defined radio (SDR) platform, enabling over-the-air (OTA) pre-validation of the transmitted 5G
New Radio (NR) signal. Experimental results confirm 5G SA attachment, stable data transfer and compliant
radio emission behavior within the n78 band.
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1. INTRODUCTION

Drone swarms are typically treated as
networked control systems in  which
safety-critical coordination depends on frequent,
reliable exchange of state and control
information with tight latency and jitter bound
[1]. Reviews of swarm and multi-UAV
communication  architectures report that
control-plane traffic (telemetry and coordination
messages) has relatively low data rate but
requires millisecond-level latency and high
reliability, while user-plane traffic such as video
or sensor streams demands higher throughput
while tolerating more relaxed delay and loss
constraints [2].

5G NR directly address these requirements by
using Ultra-Reliable Low-Latency
Communications (URLLC) to achieve ms radio-
interface latencies and reliability up to 99.999%
for short control packets. In addition, 5G Quality
of Service (QoS) flows enables differentiated
handling of delay-sensitive control traffic and
best-effort data traffic [3]. Open-source 5SG SA
implementations such as Open5GS, srsRAN,

and OpenAirInterface have enabled
experimental end-to-end platforms on general-
purpose hardware with SDR-based gNBs,
demonstrating over-the-air registration, PDU
session establishment, and latency/throughput
measurements ~ with ~ 3GPP-defined  user
equipment (UE) [4]. These cores are being
deployed as containerized network functions to
obtain reproducible, flexible testbeds while
preserving basic 3GPP-compliant behaviour,
enabling controlled evaluation of connectivity
and performance in different configurations [4,
5]

Therefore, the paper investigates how an
open-source, containerized 5G Standalone
network with an SDR-based gNB can be
implemented and validated over-the-air using
commercial UEs to demonstrate connectivity
suitable for drone swarm communication
requirements. The key contributions include: (i)
the implementation of a containerized end-to-
end 5G SA architecture integrating both the
Open5GS core and an SDR-based srsRAN gNB
using Docker Compose; (ii) over-the-air
validation with commercial 5G user equipment,
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including  spectrum-level  verification of
compliant 5G NR operation in the n78 band; and
(iii) experimental evaluation of representative
control/data-like traffic patterns, providing
indicative latency, jitter, and throughput
measurements relevant to latency-sensitive
UAYV swarm communication scenarios.

2.5G SA NETWORK DESIGN

The implementation of an end-to-end 5G
Standalone (SA) network requires both the 5G
Core Network and the 5G NR gNB to which UE
connects, as defined in the 3GPP system
architecture [6]. The core network relies on a
persistent database to store subscription
information, authentication data, and session
parameters. In this implementation, MongoDB
was selected as the database backend due to its
compatibility with the chosen open-source 5G
core and its suitability for containerized
deployments. Fig. 1 illustrates the logical view
of the implemented end-to-end 5G SA
architecture, highlighting the core network,
backhaul, and fronthaul segments, together with
the main communication interfaces [5].
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Fig. 1. 5G SA Architecture: core, backhaul, and
fronthaul protocol integration (logical view and
communication interfaces)

The selected 5G core network
implementation is Open5GS, which follows the
3GPP-defined service-based architecture (SBA)
and clearly separates the control plane from the
user plane improving robustness and modularity
[7.8].

The core network is composed of multiple
Network Functions (NFs), each responsible for
a specific role such as access and mobility
management, session management,

authentication, policy control, or user data
forwarding, in line with the functional
decomposition defined for the 5G core [8]. This
microservice-oriented design ensures that the
failure or restart of a single NF does not lead to
a complete system outage, which is particularly
advantageous for experimental and
containerized environments [9]. User-plane
traffic exiting the 5G core is transported through
the backhaul segment toward the base station,
consistent with the 5G transport network model
separating backhaul and fronthaul according to
standard 5G transport network concepts [5,10].

Communication between different elements
of the 5G system is realized through
standardized interfaces,. Within the core
network, NFs communicate via service-based
interfaces (SBI) for control-plane procedures.
Key SBIs include N11 between the access and
mobility management function (AMF) and the
session management function (SMF), NI10
between the SMF and the unified data
management (UDM), N7 between the SMF and
the policy control function (PCF), N12 between
the AMF and the authentication server function
(AUSF), and N15 between the PCF and the
AMF. These interfaces collectively enable
control-plane signaling, session management,
authentication, and policy enforcement [7,11].
The interface between the core network and the
gNB is realized through the N3 interface for
user-plane traffic, while N2 supports control-
plane signaling between the gNB and the core
[12].

On the radio side, the gNB communicates
with the UE through the 5G NR Uu interface.
The use of standardized interfaces across core,
backhaul, and fronthaul segments ensures
interoperability and allows the implemented
testbed to closely follow 3GPP architectural
principles while remaining suitable for
experimental evaluation [12, 8].

3. 5G SA UE REGISTRATION
SYSTEM OPERATION

AND

Fig. 2 illustrates the control-plane operational
flow associated with system initialization, gNB—
core connectivity, and UE registration in the
implemented 5G SA network. The process
begins with system startup, where the core



network services are initialized and their
operational status is verified; if the core services
fail to initialize correctly, error-handling and
retry mechanisms are triggered until a consistent
system state is achieved. Once the Open5GS
core is successfully initialized, the system
transitions to a state in which it is ready to
establish the gNB—core connection. The gNB
then attempts to connect to the core network
over the NG control and user plane interfaces
(N2/N3), and, in the event of a connection
failure, reconnection attempts are performed
until a stable gNB-core association is
established, at which point the system becomes
ready to accept UE registration requests [13].

run
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When the system is ready for UE access, the
UE registration procedure is initiated using Non-
Access Stratum (NAS) signaling and NG
Application Protocol (NGAP) between the UE,
gNB and 5G core. The process starts with
primary authentication between the UE and the
core network (e.g., 5G-AKA), which constitutes
a first decision point: if authentication is
unsuccessful, the registration request is rejected
and the UE is not admitted to the network; if
authentication  succeeds, the procedure
continues with the NAS security mode control,
which establishes integrity and encryption for
subsequent signaling messages before further
control-plane communication [14].
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Fig. 2 5G-SA System Operation and UE Registration Flow

Acceptance of the NAS security mode
constitutes a second decision point: if the
requested security mode is rejected, the
registration is terminated to preserve network
security, whereas, when both authentication and
NAS security procedures complete successfully,
the core network issues a registration accept and
the UE is admitted into the network. Following
successful registration, the UE can establish a
PDU session, enabling user-plane data transfer
between the UE and the core network according
to the 5G SA architecture, with control-plane
signaling and user-plane communication then
coexisting in a stable operational state [15].

Overall, the diagram emphasizes the
sequential and stateful nature of 5G SA control-

plane operation, highlighting key decision points
in authentication and security, as well as retry
and error-handling behavior that contribute to
robustness and predictable behavior in
experimental deployments.

The experimental results confirm successful
execution of 3GPP-defined 5G SA procedures,
including UE registration, authentication (5G-
AKA), NAS security mode establishment, and
PDU session setup, as specified in 3GPP TS
23.501 and related signaling procedures.
Successful attachment without rejection and
stable session persistence indicate behavior
consistent with expected 3GPP-compliant
operation.
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It is important to emphasize that the reported
measurements represent functional validation
rather than conformance certification or
complete performance testing.

4. VIRTUALIZATION
CONTAINERIZATION

AND

The initial implementation of the 5G SA
testbed was realized in a virtualized environment
based on two separate virtual machines (VMs).
This approach was adopted as a baseline due to
its simplicity and widespread use in early
virtualized mobile core and 5G experimental
deployments [16]. In this configuration, the first
VM hosted the 5G core network implemented
with Open5GS together with the MongoDB
database, while the second VM ran
UERANSIM, providing both gNB and UE
functionalities in a fully emulated environment,
as it can be seen in fig. 3.

Fig. 3. Virtualized implementation

Within this setup, all core network functions,
including subscriber management,
authentication, and session handling, operated
and end-to-end connectivity could be validated
using the emulated UE. The virtualized
environment enabled functional verification of
UE registration, PDU session establishment, and
basic IP connectivity without requiring radio
hardware. However, the UE and radio access
network were entirely software-emulated, which
constrained the ability to assess over-the-air
performance, radio propagation effects, and
hardware-related limitations. While VMs offer
strong isolation, they produce overhead in terms
of resource consumption, startup time, and
system footprint, which becomes critical when
targeting deployment on edge computing
devices or embedded platforms with constrained
compute and memory resources [17].

To mitigate these limitations, the architecture
was migrated from full virtualization to a
containerized deployment model based on
Docker. The main objective of this transition

was to improve portability, reduce resource
overhead, and facilitate deployment on edge
computing devices while preserving the
functional behavior of the 5G system [18,19].
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Fig. 4. Containerized architecture

In the containerized setup, the 5G core
network, database, and base station components
were deployed as Docker services orchestrated
using Docker Compose, as seen in fig. 4.

The Docker Compose configuration defines
three main services: the MongoDB database, the
Open5GS 5G core, and the srsRAN gNB. Each
service is specified in YAML configuration
files, which declare container images, network

interfaces, exposed ports, persistent volumes,
and health checks. A dedicated Docker network

is defined to provide controlled and
deterministic communication between
containers, replacing the manual network

configuration previously required in the
VM-based setup. The MongoDB container
stores  subscriber profiles, authentication
credentials, and session-related data required by
the core network functions. Subscriber
information is populated using command-line
utilities such as the OpenSGS database control
tools, while access to the MongoDB web
interface is enabled for inspection and
verification of stored data. Persistent volumes
are configured to ensure that database content is
preserved across container restarts. The
OpenSGS core container hosts the control-plane
and user-plane network functions and
communicates with the database container over
the Docker network. The srsRAN gNB container
implements the radio access network protocol
stack and connects to the core network using
standardized 5G interfaces, such as N2 for
control-plane signaling and N3 for user-plane
traffic. Startup scripts enforce the initialization



order so that the database and core services
become available before the gNB attempts to
connect. In contrast to the initial VM-based
deployment, the containerized architecture
allows the UE to be external and physical rather
than emulated. Commercial 5G user equipment
and modem-based devices are connected over
the air to the containerized gNB via an
SDR-based radio frontend, enabling more
realistic experimentation while retaining a
lightweight and portable 5G core deployment
[20]. Overall, the migration from a VM-based
setup to a Docker-based architecture improves
portability,  scalability, and deployment
flexibility. Containerization reduces system
overhead, simplifies service orchestration, and
enables execution on edge and cloud-edge
platforms, while remaining compatible with
open-source 5G software components and
hardware-based radio access.

S. HARDWARE IMPLEMENTATION

Hardware implementation targeted
end-to-end  validation with real radio
transmission and commercial user equipment.
The private 5G SA system was deployed on a
Dell Precision 3590 laptop (Intel Core i7 CPU,
32 GB RAM, Ubuntu 22.04 LTS), which hosted
all 5G core and gNB software components
inside Docker containers. The laptop was
directly connected via USB 3.0 to an Ettus
USRP B205mini-i SDR, covering the 70 MHz—
6 GHz band, and to a Poynting A-PUCK-0005
omnidirectional antenna with approximately 6
dBi gain, enabling over-the-air 5G NR operation
and the formation of an isolated 5G SA cell [21].
The hardware implementation of the system can
be seen in fig. 5. All containers (Open5GS core
functions, MongoDB database, and srsRAN
gNB) executed on the laptop, with the USRP
B205mini-i acting as the RF front end and
converting baseband I/Q samples into RF signals
radiated by the A-PUCK-0005 antenna. For the
further phase of the project, the laptop will be
replaced by NVDIA  Jetson  Nano
microcomputer enabling a more compact,
lightweight, and energy-efficient deployment
suitable for UAVs, where reduced size, weight,
and power consumption are critical.
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Fig. 5. Hardware implementation of the 5G SA network

As physical UE, an Ericsson Cradlepoint
R1900 enterprise-grade 5G router was
employed. The router was equipped with a
programmable Subscriber Identity Module
(SIM) card, written using a dedicated SIM writer
and provisioning tools.

Subscriber credentials were provisioned to
align with the corresponding records in the
Open5GS  MongoDB  database.  These
credentials included the International Mobile
Subscriber Identity (IMSI), Public Land Mobile
Network (PLMN) identifier, Access Point Name
(APN), authentication key (Ki), and operator
variant algorithm configuration (OPc). This
configuration ensured consistent subscriber
authentication = and  successful  network
registration in the absence of operator-issued
SIM cards [22].

After provisioning, the Cradlepoint R1900
successfully registered to the private SG SA cell
and established a PDU session. Network address
translation and routing on the laptop enabled
traffic from the 5G core to reach the campus
network and the public internet. An UE
connected to the router’s WLAN interface,
thereby accessing external IP networks through
the private 5G infrastructure. Basic validation
consisted of ICMP echo tests and TCP
throughput measurements from the router
towards external hosts, confirming stable data
transfer, acceptable latency, and routing across
the containerized core, SDR-based gNB, and
external network gateways [23]. Fig. 6 illustrates
the IP-level network topology and routing
configuration wused to enable end-to-end
connectivity between the private SG SA network
and external IP networks. The Open5GS core
runs inside a Docker container attached to a
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dedicated Docker bridge network, while the user
plane assigns IP addresses to the UE from a
private address space (10.45.0.0/16). Traffic
originating from the UE is forwarded through the
user plane function and translated via network
address translation (NAT) at the container and
host levels, allowing packets to exit the Docker
network and reach the host machine interface. At
the host level, additional NAT and routing rules
forward traffic towards the campus gateway,
which provides access to the public Internet. On
the UE side, the enterprise 5G router performs
local NAT for devices connected to its WLAN
interface, enabling transparent Internet access
through the private 5G infrastructure. This
layered routing and NAT configuration
demonstrates integration of the containerized 5G
core with external IP networks and validates the
practical usability of the system beyond isolated
laboratory conditions.

To quantify the operational behavior of the
implemented system, basic performance
measurements were conducted over the network
topology shown in fig. 6. The objective of these
measurements was to validate functional end-to-
end connectivity and obtain indicative values for
latency, jitter, and throughput, rather than to
perform exhaustive performance benchmarking.

ICMP echo tests performed from the
enterprise 5G router towards external hosts
revealed round-trip latency values in the range
of approximately 26—42 ms, with an average
latency of about 35 ms and no packet loss
observed. These results indicate functional
connectivity across the containerized 5G core,
SDR-based gNB, and external IP routing
infrastructure. TCP-based throughput
measurements  confirmed successful data
transfer through the private 5G SA network,
with  downstream  throughput reaching
approximately 43 Mbps and upstream
throughput around 2.6 Mbps.

Additional latency and jitter measurements
reported an average end-to-end latency of
roughly 139 ms and jitter values on the order of
25 ms under sustained TCP traffic, reflecting the
combined effects of SDR processing, network
address translation, and campus network
routing. The measured latency values reflect
cumulative processing across the SDR baseband
chain, USB interfacing, container networking,

NAT translation, and external routing segments,
and therefore represent baseline performance of
a non-optimized SDR-based 5G SA deployment
without URLLC-specific scheduling, QoS
prioritization, or real-time kernel enhancements.
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Fig. 6. Network topology and IP routing for end-to-end
connectivity in the containerized 5G SA deployment

From an application perspective, the results
are compatible with payload-oriented traffic
such as video or sensor streams, whereas stricter
delay bounds would be required for time-critical
control loops in drone swarm scenarios.
Although explicit QoS flow differentiation was
not implemented, two representative traffic
categories were evaluated conceptually: control-
like traffic (low-rate, small packets) and data-
like traffic (throughput-oriented TCP flows).
Within the 5G SA framework, such traffic types
can be mapped to distinct QoS Flow Identifiers
(QFD) and associated 5QI profiles, and the
current architecture supports future extension.

The current validation was performed with a
single active UE. However, the containerized
architecture supports horizontal scaling of gNB

and core functions. Multi-UE scalability
experiments, including simultaneous
registration, concurrent PDU sessions, and
aggregated throughput analysis, constitute
planned future work.
6. RADIO TESTING AND
PREVALIDATION

For radio prevalidation purposes, a

Waveshare 5G modem based on the Quectel
RMS500Q-GL module, operating in 5G NR SA
mode, was utilized and configured as the UE.
The modem was connected to the system via
USB and controlled using attention (AT)
commands through the Minicom terminal. The
UE successfully registered with the local 5G
network identified as OpenSGS, established a



PDU session, and was assigned the IP address
10.45.0.2, demonstrating user-plane
connectivity by successfully exchanging ICMP
echo messages with the 5G core at 10.45.0.1.

The results present in fig. 7, confirm 5G SA
attachment for the SG modem used as UE, IP
allocation, and user-plane connectivity, with low
and consistent RTT values observed during
ICMP echo testing, issued by attention
commands.

AT+QIACT?
+QIACT: 1,1,1,"10.45.0.2"[

The IP address allocated by the cellular core

AT+QPING=1,"10.45.0.1",10 -.

ICMP echo request initiation towards the 5G core

+QPING: 6,"10.45.0.1",32,12,255

ICMP connectivity test initiated
+QPING: 0,"10.45.0.1",32,18,255

4 packets sent, 4 received, 12 ms, 15 ms,
18ms are min, mean and max RTT latency

+QPING: ©,4,4,0,12,18,15

Fig. 7. 5G modem connection and latency test

Fig. 8 presents the complete experimental
setup used for radio testing and validation,
including the host laptop running the
containerized 5G core and gNB (UE
implemented as the 5G modem), the SDR-based
RF front-end of the 5G core with its
corresponding omnidirectional antenna, and the
R&S FSVR spectrum analyzer equipped with
the Aaronia HyperLOG 7040 directive antenna
model FSVR used to observe over-the-air
(OTA) real-time 5G NR emissions.

RX DIRECTIVE ANTENNA

REAL-TIME SPECTRUM ANALYZER -~

ANTENNA

(Base Station)

Fig. 8. OTA testing of 5G SA network
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In fig.9, the real-time spectrum analyzer view
illustrates both the persistent signaling block
(SSB) component and the dynamic activation of
the 20 MHz NR channel during multiple ICMP
ping transmissions (visible as continuous
horizontal lines) from the user equipment to the
5G core, demonstrating that user-plane data
occupies the spectrum only when traffic is

present, while the channel remains idle
otherwise.
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Fig. 9. Real-time spectrogram and spectrum of 5G NR
OTA transmission under UE traffic (ping)

Fig.10 presents the measured channel power
of the 5G NR downlink signal centered at 3.75
GHz with a configured bandwidth of 20 MHz,
where only the synchronization and SSB are
present, indicating base station transmission in
idle mode with no active user equipment data
traffic.

As expected in idle mode, the base station
does not continuously occupy the full configured
20 MHz channel bandwidth; instead, only
periodic SSB bursts are transmitted for cell
discovery, synchronization, and system
information acquisition. The absence of
sustained wideband power across the channel
indicates that no user-plane data traffic or
dedicated physical channels (e.g., PDSCH) are
active, validating base station behavior and
expected 5G NR operation under idle
conditions.
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Fig. 10. Channel power measurement of 5G NR base
station signal in idle mode

The measurement demonstrates effective
confinement of the transmitted power within the
allocated 5G NR channel, with no significant
spectral leakage observed in the adjacent
frequency bands. The power levels in the
neighboring channels remain well below the in-
band emissions, indicating proper transmitter
filtering and compliance with adjacent channel
leakage ratio (ACLR) requirements.

7. CONCLUSION

This paper presents the preliminary design,
implementation, and experimental validation of
an end-to-end 5G SA network deployed using
open-source components and containerized
architecture. The key contribution of this paper
lie in the reproducible functional architectural
integration methodology followed by OTA pre-
validation .

The  proposed system  demonstrates
functional execution of essential 3GPP 5G SA
procedures, including UE  registration,
authentication, PDU session establishment, and
user-plane data transfer. The transition from a
virtual machine—based setup to a Docker-based
deployment significantly improves modularity,
portability, and resource efficiency, highlighting
the suitability of containerization for
experimental and edge-oriented 5G
infrastructures.

Radio-level prevalidation confirms compliant
5G NR behavior in the configured 3.3 GHz - 3.8
GHz band, including idle-mode operation
characterized by periodic synchronization signal
block (SSB) transmission and dynamic

activation of user-plane resources only in the
presence of traffic. These observations pre-
verify idle-to-active state transitions and proper
spectrum utilization.

While the reported latency and throughput
measurements are indicative, they provide a
baseline  for  SDR-based  experimental
deployments. The proposed platform establishes
a practical research infrastructure for future
work involving latency-sensitive =~ UAV
communication, multi UE-scenarios, and swarm
networking. Future work will also include the
integration of custom, containerized UE,
advanced traffic differentiation mechanisms,
and deployment on embedded edge platforms
such as NVIDIA Jetson. Hardware-in-the-loop
validation using real UAV flight controllers
generating telemetry and control feedback loops
over the 5G SA network will also be considered.
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Retea SG SA pentru aplicatii de tip roi de drone: implementare si testare preliminara

Rezumat: Aceasta lucrare prezinta proiectarea, implementarea si validarea experimentala a unei
retele 5G Standalone (5G SA) bazata pe implementarea containerizata a tehnologiilor open-source.
Procesul de dezvoltare a inceput intr-un mediu virtualizat si a migrat citre o arhitectura bazata pe
Docker atat pentru nucleul 5G, cit si pentru next generation node B (gNB).

Nucleul 5G si gNB au fost integrate si validate utilizind echipamente pentru utilizatori (UE)
personalizate, permitind testarea realistd a procedurilor de inregistrare, stabilirea sesiunilor de
unititi de date in pachete (PDU) si transferul de date in planul utilizatorului. in etapa finala,
sistemul a fost extins la o implementare hardware utilizand o platforma radio definita prin software
(SDR), permitand prevalidarea over-the-air (OTA) a semnalului 5G New Radio (NR) transmis.
Rezultatele experimentale confirma atasarea 5G SA, transferul stabil de date si comportamentul
conform al emisiilor radio in banda n78.
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